RSW920010010US1 
Technique for Improved Audio Compression 
J.R. Hind, et al. 
1/9 



S/N : 09/766,127 
Art Unit: 2152 



_ 110 

I/O System 



112 




display 



114 <f speaker 



116 



118 



120 



comms 



radio 



codec 



122 



124 



126 



128 



130 



132 



134 



touch screen 




stylus 




GPS 




biometric sensor y* 




still cam 




video cam 




microphone ^>J» 



1 36 \ storage 



FIG. 1 



M » 



I/O Bus 
140 



150 



Security 
Core 



152 




154 



memory 



156 




170 



application 
subsystem 

172 



CPU 



174 



memory 



180 



application 
subsystem 

182 



CPU 



184 



memory 



• • • 



Application 
Processor 
Bus 
160 



RSW920010010US1 
Technique for Improved Audio Compression 
J.R. Hind, etal. 
2/9 



S/N : 09/765,127 
Art Unit: 2152 



FIG. 2 



start ^ ) 



Plug application 
processor into 
application processor 
bus 



200 



Application processor 
hardware reset 



210 



Security handshake 
between application 
processor and core 



220 



RSW920010010US1 
Technique for Improved Audio Compression 
J.R. Hind, etal. 
3/9 



S/N : 09/765,127 
Art Unit: 2152 



FIG. 3 



T1 



T2 



S1 
S2 
S3 



Initialize 
hash 

values 
310 



i 
i 
i 

v - + 

I I 

— -t- ■ 
I 



»4 



S1 

S2- 

S3 

Signed hash stream S4- 



H1 id1 
j H2 id2 
' H3 id3 



315 



Create data block 




r 


Hash data block 






Sign hash of data 
block with core's 
private key 







320 



330 



340 



Encode data block 
and signed hash 
as an n+1 MPEG 
stream s4 



350 



RSW920010010US1 
Technique for Improved Audio Compression 
J.R. Hind, etal. 
4/9 



S/N : 09/765,127 
Art Unit : 2152 



FIG. 4 



Boimetric 
/ Sensor 



410 



150 




420 



Smart 
Card 



430 



Smart 
Card 
Reader 



I/O Bus 
140 



Security 
Core 



152 



CPU 



154 



memory 



156 



key 
storage 



RSW92O010O10US1 
Technique for Improved Audio Compression 
J.R. Hind.etal. 
5/9 



S/N: 09/765,127 
Art Unit: 2152 



FIG. 5 




RSW920010O10US1 
Technique for Improved Audio Compression 
J.R. Hind, etal. 
6/9 




S/N : 09/765, 127 
Art Unit : 2152 



FIG. 6 



Smart 
Card 61 0 
Reader 



150 



510 

Smart 
Card' 




I/O 
Bus 



CPU 



memory 



key 
storage 



Boimetric 
Sensor 
520 



518 



Z 



Security 
Core 



152 



CPU 



154 



memory 



156 



key 
storage 



I/O 
Bus 

140 



RSW920010010US1 
Technique for Improved Audio Compression 
J.R. Hind, et at. 
7/9 



S/N: 09/765,127 
Art Unit: 21 52 



FIG. 7 



( start ) 



Begin ap 


plication 




Authenti( 


:ate user 



700 



710 



730 




760 



Yes 


Successful 


1 




transaction 





Yes 


Abort 




transaction 



770 



( end y 



RSW920010010US1 
Technique for Improved Audio Compression 
J.R. Hind.etal. 
8/9 



S/N : 09/765,127 
Art Unit : 2152 



FIG. 8 



( start } 



Begin evidence 
collection 



Determine participating 
devices 



Record evidence 
stream(s) 



Record device 
identifier(s), stream 
hash(es) 



Digitally sign device 
identifier(s) and 
hash(es) 



Transmit evidence 



800 



810 




Application-specific 
processing 



830 



840 



850 



860 



870 



end 



• 



RSW920010010US1 
Technique for Improved Audio Compression 
J.R. Hind.etal. 
9/9 



S/N : 09/765,127 
Art Unit: 2152 



FIG. 9 



Q start ^ 



ID1 Microphone input 



Analog data 



Analog-to-digital 
ID2 conversion 



Digital data 



Speaker-specific training 
ID3 database 



Digital data 



IP 4 Voice recognition 



ASCII text A1 



Lexical engine (spelling, 
IDS grammar) 



ASCII text A2 



Sign module IDs 
ID1-ID6 and checksum 
of A2 with security 
ID6 core's private key 



900 



910 



920 



930 



940 



950 



Q end ) 



